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Motivation
Bug-free Software is a Myth .

Trends:

ÅMore complex integrated systems

ÅSoftware-driven safety-critical applications
(e.g. autonomous driving)

üIncreasednumber of critical software defects

Software defects are a considerable cause for

ÅProject scheduleoverruns (~60%) 1

ÅProject budget overruns (~50%) 1

ÅProject cancellation(~10-20%) 2,3

ÅHigher maintenance costs
(Airbus study4 : Cost of a non-Z³X²ÄX«º ZJ ӃÄ³Xŷ Ä° º­ ǒǍǍŵǍǍǍ ƦƏ

ÅInjuries, accidents, recalls

1 Gartner Research
2 EmamXº JӃŵ ż >X°Ӄ NJºXT ?Ä³ÆXÉ ­Z .A ?­ZºÇJ³X ;³­¤XNº *J ӃÄ³X´ŸŽ
3 Standish Chaos Report
4,J«¦X Xº JӃŵ ż ´´X´´ªX«º ­Z ªÄӃº -N­³X  «ºXz³Jº ­«  «Z³J´º³ÄNºÄ³XŽ 5Ä« N|ŵ ǏǍǎǑŸ
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Motivation
Bug-free Software is a Myth .

Size of SW 
projects in FP

Average Defect 
Potential 

(Defects/ FP)

Defect Removal 
Efficiency 

100 3,00 98%

10.000 6,25 96%

1.000.000 8,25 86%

McKinsey & Company (2018): 
"Snowballing complexity is causing 

significant software-ǊŜƭŀǘŜŘ ǉǳŀƭƛǘȅ ƛǎǎǳŜǎ Χά 

* 1 FP (Function Point): ~160 LOC (C language), ~64 LOC (ADA), ~32 LOC (C++)

1 MLOC (C-Code) => 6.250 FP => ~35.000 defects => ~ 2.500Post Release Defects
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Motivation
Bug-free Software is a Myth .

ÅChallenges for embedded software architecture
ÅChallenges for testing
ÅChallenges for maintenance

Defect Removal 
Efficiency decreases 
with the size of SW 
projects.

Average Defect 
Potential increases 
with the size of SW 
projects.

Additional 
non-deterministic defects, 
caused by multicore 
interferences

Increasing size 
of SW projects
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What we can do

Challenges:

ÅImprove development process

ÅImprove test effectiveness and 
test efficiency

ÅImprove in-field analysis and 
debug capabilities

ÅŹŸ

Our contribution :

ÅRegain observation capabilities 
in highly integrated multicore systems

ÅEnable continuous, non-intrusive 
online observation and automated validation

üStructural coverage at higher test levels

üTiming analysis at higher test levels
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Dynamic Tests
Overview

Functional tests (black box)

Test the implementation of the 

functional requirements.

Structural tests (white box)

Did my functional tests use all my code?

Low Level

High Level
Integration Tests

System Tests

Testing Techniques

Static Dynamic

StructuralFunctional

Control Flow Data Flow

Statement Coverage

Branch Coverage

MC/DC

Requirements Product

Module Tests
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Dynamic Tests
Overview

MC/DC

Each condition in a decision has been shown to 
independently affect that decision's outcome. 

A condition is shown to independently affect a 
decision's outcome by varying just that condition 
while holding fixed all other possible conditions.
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20010057789.pdf
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High Level
Integration Tests

System Tests

Testing Techniques

Static Dynamic

StructuralFunctional

Control Flow Data Flow

Statement Coverage

Branch Coverage

MC/DC

Requirements Product

Module Tests

https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20010057789.pdf
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Low Level

High Level
Integration Tests

System Tests

Testing Techniques
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Control Flow Data Flow

Statement Coverage

Branch Coverage

MC/DC

Requirements Product

Module Tests

Dynamic Tests
Overview

Functional tests (black box)

Test the implementation of the 

functional requirements.

Structural tests (white box)

Did my functional tests use all my code?

IMPROVEMENT: 

Structural tests for high-level tests.
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High-level Structural Tests

Low Level

High Level

Testing techniques

static dynamic

structuralfunctional

control flow data flow

statement coverage

branch coverage

condition coverage

Requirements Product

Module tests

Integration tests

System tests

Module tests

Integration tests

System tests
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High-level Structural Tests
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State of the art: 
Measuring code coverage 
using SW instrumentation
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High-level Structural Tests
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Limitations by using SW instrumentation

Limitations by using SW instrumentation

Requirements für 
structural tests

New approach: 
Non-intrusive and continuous 

observation
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Non-intrusive and 
Continous Observation

Multi Gbps 
Synchronization  

Processor
(Aurix, Cortex-A, 

Intel Atom, QorIQ)

Live Synchronized 
Digital Twin

Live 
Rule Processing
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CEDARtools® Hardware Platform 
(FPGA Board)

DuT 
(Intel, ARM, PPC, Aurix)
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Non-intrusive and 
Continous Observation


