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Motivation
Bug-free Software is a Myth .

Trends: Software defects are a considerable cause for

AMore complexintegrated systems AProject scheduleoverruns (~60%)1

A Software-driven safety-critical applications AProject budget overruns (~50%)
(e.g.autonomous driving) AProject cancellation (~10-20%) 23

U Increasednumber of critical software defects AHigher maintenance costs

(Airbus study*: CostofanonzZ 3 X2 AX«° ZJ KA3 XYy A
Alnjuries, accidents, recalls

Toyota "Unintended
Acceleration” Has Killed

AP POTOSETH WENG

to the massive recalls, the government said Tuesday

The National Highway Traffic Safety Administration said that from 2000 to mid-
lay, it had d h plaints involving sudden acceleration in
Tovota vehicles. The reports include 80 deaths and 57 injuries over the same
period. Previously, 52 deaths had been suspected of being connected to the 1 Gartner Research
problem http//wwwebsnews com/newstoyots-unintended-ac celeration-has-kille d- 8% 2 o ~ - o 0o 2 A 3 =
O Copyight 20, Phip Keqpman. CC Attrbution 4.0 Intemational foense Emamx J b w Z > X b N J X T ) A ICEX E - Z ) A
3 Standish Chaos Report
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Motivation
Bug-free Software is a Myth .

McKinsey & Company (2018):
"Snowballing complexitys causing
significant softwareNBS f | 0 SR ljdzx ft AGé& A&aadzSa X

T e,
T ‘r;} 0 ‘:f,‘»""*'“]‘r;v:\.

- bl i i =N
1HIE LLUHUHNGY

of Software Quality
Size of SW Average Defect Defect Removal
projects in FP Potential Efficiency
(Defects/ FP)

100 3,00 98%
Elg’os 10000 6,25 96%

Olivier Bonsignour
1.000.00C 8,25 86%

1 MLOC (€ode) => 6.250 FP => ~35.000 defects 2®00Post Release Defects

A\ * 1 FP (Function Point): ~160 LOC (Clanguage), ~64 LOC (ADA), ~32 LOC (C++)
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Motivation
Bug-free Software is a Myth .

Average Defect Defect Removal
Increasing size x Potential increases o Efficiency decreases
of SW projects with the size of SW @ with the size of SW

projects. projects.

Additional

non-deterministic defects,
caused by multicore
Interferences

A Challenges for embedded software architecture
=== A Challenges for testing
A Challenges for maintenance

Postrelease defects

A\

ACCEMIC The pioneer in embedded systems dynamic analysis.
TecHNoLoclies  Automated, nonintrusive and continuous.

© 2020 Accemic Technologies GmbH



What we can do

Challenges: Our contribution :
Almprove development process ARegain observation capabilities
Almprove test effectiveness and  <4msmmmm !N highly integrated multicore systems
test efficiency y = AEnable continuous, norintrusive
Almprove in-field analysis and online observation and automated validation
debug capabillities U Structural coverage at higher test levels
AZY U Timing analysis at higher test levels
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Requirements

High Level

Low Level
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Dynamic Tests

Overview
Testing Techniques
|
Static Dynamic
Functional |} | Structural

Product

17

| [Control Flow | Data Flow]

Statement Coverage

Branch Coverageé

MC/DC

System Tests

Integration Testsf

]
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.I\/Iodule Tests
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Functional tests (black box)
Test the implementation of the
functional requirements.

Structural tests (white box)
Did my functional tests use all my code?

© 2020 Accemic Technologies GmbH



Dynamic Tests

Overview

Testing Techniques

Static Dynamic

Functional Structural FunCtiOna.l tests
Test the implementation of the
functional requirements.

| [Control Flow | Data Flow]

Statement Coverage

Requirements PrOdUCté Branch Coveragd:

4L 17

| mebe | Structural tests
System Tests | ~ Did my functional tests use all my code?

Integration Testsf

High Level

Low Level 'I\/Iod ule Tests
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Dynamic Tests

Overview

Testing Techniques

Static Dynamic

Functional | Structural
. I

| [Control Flow | Data Flow]
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Requirements PrOdUCté Branch Coveragd:

4L 17

MC/DC

i System Tests
High Level .
i Integration Tests

Low Level
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Dynamic Tests

Overview

Testing Techniques
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Functional | Structural
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Statement Coverage
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Dynamic Tests

Testing Techniques

Static

Dynamic

Overview

Functional

Product
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Structural

| [Control Flow | Data Flow]

System Tests

Integration Testsf

Statement Coverage

Branch Coverageg

MC/DC

.I\/Iodule Tests

A Practical Tutorial on Modified Condition/
Decision Coverage

MC/DC

Each condition in a decision has been shown to
iIndependently affect that decision's outcome.

A condition Is shown to independently affect a
decision's outcome by varying just that condition

while holding fixed all other possible conditions.
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20010057789.pdf
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Dynamic Tests

Overview
Testing Techniques
|
Static Dynamic
Functional || | Structural

| [Control Flow | Data Flow]

Statement Coverad;ie
Requigrements PrOdUCté Branch Coveragd:
| MCIDC |
- ~ System Tests—
High Level i
Integratlon Test—

Low Level
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Mod ule Tests

................................................................................................................

Functional tests (black box)
Test the implementation of the
functional requirements.

Structural tests (white box)
Did my functional tests use all my code?

IMPROVEMENT:
Structural tests for high-level tests.
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Requirements Product

[ control flow| | data flow |
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System tests Y Y
Integration tests Y Y
Module tests N N

Requirements fur
structural tests

No change of
memory footprint

Y
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-—  High-level Structural Tests

Limitations by using SW instrumentatiol
Limitations by using SW instrumentatiol

SW instrumentation Is perfect.
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High-level Structural Tests

Requirements fur
structural tests
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System tests Y Y Y Limitations by using SW instrumentatiol
Integration tests Y Y Y Limitations by using SW Iinstrumentatiol
Module tests N N N SW instrumentation Is perfect.
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State of the art:
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Measuring code coverage
using SW instrumentation
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High-level Structural Tests

Requirements flr
structural tests

@
Limitations by using SW instrumentatiol

Systemtests Y Y Y
Integration tests - - - Limitations by using SW instrumentatiol

Module tests N N N SW instrumentation Is perfect.
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Non-intrusive and
Continous Observation

@D
=
CeDARTOOLS
(Aﬁr?f,cgfrfe%, i Gl LiveSynchroried Live
intel Atom, QoriQ)  SYNchronization Digital Twin Rule Processing

A\

ACCEMIC The pioneer in embedded systems dynamic analysis.
TecHNoLoclies  Automated, nonintrusive and continuous.

ACCeMIC

: |
L4
e

© 2020 Accemic Technologies GmbH




Non-intrusive and
Continous Observation

CEDARtoo®Hardware Platform
(FPGAoard
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